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Disclaimer

It is the responsibility of the customer to test and determine the suitability of this product for
specific applications. In no event shall Tecom Systems be responsible or liable for any
damage incurred by the buyer or any third party arising out of the use or inability to use the
product.

Due to ongoing development the contents of this manual is subject to change without no-
tice. All efforts have been made to ensure the accuracy of this manual. However, Tecom
Systems can assume no responsibility for any errors or omissions in this manual or their
consequences. Should any error be found, we would greatly appreciate being notified.
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ALARMS MENU

‘?"f' ARES tracks every single alarm generated through a three stage alarm response procedure. The
alarms screen can be accessed by clicking on the alarm icon in any menu option, or clicking on the
alarm icons which appear in the alarm bar across the top of the screen.

Alarms Main Screen

R e

Alarm Type | ——— UMACKMOWLEDGED ——- Display Order | Priority
Incid P Time Date Point Id Reason

Graphics Response Text I ACK I Action Delete Delete All

Alarm Handling

When an alarm first appears on the terminal, the operator clicks on the alarm bar and selects an alarm
from the “unacknowledged” alarms list and generates a “response’ by typing the response in, or by
assigning a pre-programmed response to the alarm. Alternatively, if the alarm point is defined to a
graphic map, the operator may jump to the dynamic graphics screen, where the alarm can be handled in
asimple “point & click” environment, see Graphics Manual.

After responding to the alarm, the operator presses the ACK or “acknowledge” button. Ifthe alarm
point has reset or the alarm condition restored, the alarm is removed from the system. Ifthe alarm has
not been reset or restored, it is moved to the “Follow Up” screen.

Pressing the Alarm Type button allows the operator to quickly switch between the Unacknowledged
and Follow Up screens. From the Follow Up screen the operator is able to monitor the alarm condi-
tion, view details of the alarm and response messages, and may enter addirional responses as required.
When the alarm point resets or the condition restores, the alarm is automatically removed from the
Follow Up screen.
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The Unacknowledged screen is always regarded as the 1st priority. When the operator switches to the
Follow Up screen, a timer ensures that the system will revert back to the Unacknowledged screen if
there is no keyboard or mouse activity. The timer is configurable. See Administration/Configuration/
Ares Config/Alarm Screen.

The ARES Menu Structure allows the Alarms screen to be quickly accessed from any menu or sub-
menu in the system. Regardless of what activity the operator is performing in the system, when the
flashing red Alarm message appears in the top left hand corner of the screen, the operator can jump to
the alarm screen immediately.

All alarm activity is stored in history and can be quickly reviewed via the Event Screen and included in
reports.

Alarm details are always displayed in the same order.

Alarm Details

[ Incident Number: Every Event generated in the ARES system is assigned a unique Incident
number. Where several Events relate to a particular alarm, the same
incident number will be assigned to all of those events.

Reason: The reason for the alarm condition.

Priority: The alarm priority set in the Challenger menu. Aids in responding to alarms

according to the level of urgency.

K,
: | g % |
filarn T\afil -~ UHACHHOKLEDGED —- wﬂr | Priority
Incid F ime Date Point Id Reaxom
Time: The time of day that the event was received or generated by the ARES
system (the local time zone of the Operator Station).
Date: The date on which the event was received or generated by the ARES system
(the local time zone of the Operator Station).
Point Id: The Identification text or description programmed for the point in alarm.
* - Asterisk: An Asterisk is shown if the alarm is new. le: it has received no operator

response.
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Alarm Screen Functions

All these functions can be accessed by clicking the left mouse button once on the icon.

Alarm Type: Allows the operator to toggle between the Unacknowledged screen and the
Follow Up screen. Note that the system will automatically return to the Un-
acknowledged screen if no operator activity is detected in the Follow Up
screen.

Alarm Tupe I ——— IJH&CHKHOWLEDGED —- Display ﬂl'dcr I Friority
ITrnczid F Time Date Point Id Reason

Display Order:

Allows the operator to select whether alarms will be displayed in chronologi-
cal time order or in order of priority. Default order is based on priority.
(Selectthe ‘I" key for time or ‘P’ for priority or use the mouse).

Alarm Responses

Graphics | Responzse | Text | ACK | Hctiuul Delete I Delete All

Graphics: Will jump to Graphics if the selected point in alarm belongs to a map.

Response: When an alarm appears in the alarms screen a response is the first step in clear-
ing it from the system. Common responses to alarms can be pre-programmed
and assigned an ID number and these responses can be accessed from the Re-
sponse icon.
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Text: This function is used for entering the alarm response text.
ACK: After assigning a response to an alarm, the operator uses the ACK button to

acknowledge the alarm. When an alarm has been acknowledged it is moved to
the Follow Up screen or it is removed if restored.

Action: The Action button will display suggested actions for the operator to follow.
Delete: The Delete button will remove the selected alarm from the alarm screen. This

option is only available if included in an operator’s access record. NOTE: This is
not a recommended means of removing alarms.

Delete Al I: The Delete All button will remove all current alarms from the alarm screen.
This option is only available if included in an operator’s access record.

NOTE:

This is not a recommended means of removing alarms.
E IJ Ec?nlll Scinll ﬂﬁ W‘
Es _Certf] Chreld

Esc: Clicking on this icon will exit the alarm screen.

Scroll Up/ Down: If many alarms are being generated it may be necessary to scroll up

and down pages of alarms.

Alarm On/Off: Toggles alarm sound on and off. If the sound is off for 5 minutes or
longer the alarm sound will be automatically restored. This option is only
available if included in the operator’s access records.

Sound Off: Turns the sound off permanently. This option is only available if included

in the operator’s access records. Sound will be turned on when the
operator logs back in.

Some alarms associated with users will allow extra buttons and screens to appear.
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OPERATORS MENU

M Operators are the people who log into and operate an ARES system.

Operators are assigned access levels which determine which sections of ARES they are allowed to view
or update.

Operators are not the same as users. Users refer to everyone in a site monitored by the Challenger and
ARES.

In this section of the manual vou will learn to.

* Change the password of your operators.

Enter an operator into the Operator Database.
Create a report on operators.
* Print the report.

Create the access levels for your operators.

4u OPERATORS

ALARNS §

CHAMGE PASSYAORD )

QPERATOR DATABASE J

OFERATOR REPORT 3

COMPUTER ACCESS )

QOFPERATOR FURCTIOMS
Are: 2 /
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Change Password

Every operator in the system has a log in code and password. Without these an operator can not gain
access to ARES. Changing the password regularly can help reduce the chances of someone gaining
unauthorised access to ARES and the security system.

Change Password Screen

[ |
", E-ﬂ CIE ey Field
E% F1 F?I

——— CHANGE PASSWORD ——

LogIn Code _ Passuword

Steps:

1)  Select the Operators icon from the main menu

2)  Select the Change Password icon from the Operators menu

3) Inthe highlighted Log In Code field type in the log in code and press enter

4) Inthe highlighted Password field type in the password for this log in code and press enter

5)  ARES asks for the new password. Type the new password in the Password field and press enter
6) Confirm the password change by typing the new password again in the Password ficld and

press enter
7)  Thefields will clear to indicate the change is now confirmed
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Operator Database

Anyone who has access to the ARES system is entered into the operator database. Operator access
level is entered here along with personal details. The name entered at this point is the name that will
appear in the bottom right hand corner of the background screen. See Introduction, Main Screen
Features.

Operator Database Screen

Mandatory Data: Log In Code, Password, ARES Access, Name.

B rﬁif"} |:|e.;.'“§|:|e-:m Save -~
Esééﬂ'Fl Fad el | [ 'r:':;
LogIn Code , Password
Accezss Card Mum Access Card S5ite Code

ARES Access

MName Phone

Address

Steps:

1)  Select the Operators icon from the main menu and select the Operator Database icon

2)  Identifying an existing operator. If the operator’s log in code is already known, type it directly
into the highlighted Log In Code field and press enter. If the code is not known, browse for it.
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3)  Creating a new operator record. In the highlighted Log In Code field type in a log in code for
the operator and press enter. A notice will appear on screen to notify the operator that the record
1Snew.

4)  Inthe Password field type in a password and press enter. A minimum of four (configurable) case
sensitive characters or digits is needed. A message will ask for confirmation of the password,.
Type it again and press enter

5)  Inthe Access field click once with the right mouse button or press F4. A search screen will open

displaying available computer access levels.

R ([ acfon] 5320 tec|
Es Cirtf] Strld] o

SEARCH Computer Access for All Records

1zt Level - East Coast

1st Lewel - MSW 7 IZ Operator
2nd Level - 014 / Iz Operator
2nd Level — SthiWest Australis
3rd Level - AlL Members

Srd Level - VWic / Iz Operator
ALL Functions & ALl Members
ALl Menus - East Coast

ALl Menus - Sthillest sustralis
ALl Menus - Victoria

Hode 2 Access Level

Hode 3 Access Level

Hode 4 Access Level

RMIT

Terminal YT1BA Sessioh

Select the appropriate computer access level or create a new one. (Press F3 to go to the Com-
puter Access Screen). See Reference Manual, Operators Menu, Computer Access.
6)  The Name field is mandatory. Fill in the relevant details.

7)  Save the record by clicking the left mouse button once on the save icon or press F5.
NOTE: If your site uses prox cards to login to ARES, each operator record will require the

prox card details. Enter the prox card number and site code. Also be aware that only

26 or 27 bit cards may be used.
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Operator Report

Reports can be produced on one operator or many. The operator report can be presented in three
ways: summary, detailed and expanded.

From the Report Option field the operator can select the preferred option from a drop down menu.
See Introduction, Navigating through ARES, Reports.

Operator Report Screen

4 Jm | Clear | Eh?ur |.E7! |
E4 F1l F49 Fll FE
View Last |

Report Option | Summary

Operator

Report to 3SCREEH

Select the Operator(s) on which to generate the report.
Ifthe operator field is left blank, the report will be generated for all operators to which the current

operator has access.
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Computer Access
An operator can be allocated access to all or just a few of ARES functions.

Once access levels have been determined, the menus will reflect the new access level.

The level of computer access can be specifically defined in the functions field with “Editing Access™.
This allows the operator to edit the information they have access to. Alternatively, the operator may
have a “View Only” access, with no authority to change any of the information they see.

A maximum of three computer access levels per operator is allowed - 2 alternative and one original.
This is perfect for shift-work or multi-tasking. For example, Operator B works in the mornings from 7
to 11am. This is set as the operator’s original access level. But the same operator comes in occasion-

ally from 4 to 8pm in a different role. This is when an alternative computer access level is used.

Computer Access Screen

r") EIEﬂrlEIenr‘lLlSL Snl.lel i
CI | Fll Fl2 .F I:;:g

Functions

MHember Group

Tine Zone

Alternate

Steps:

1)  Select Operator/Computer Access icon from the main menu

2)  Inthe highlighted Computer Access field click the right mouse button once or press F4. A
search screen will open displaying available computer access options.

3)  Select an existing Access record or enter the id for a new record (Computer Access).
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R Sc?oll Scioll Se'“‘l
Esq Cotf] Cerll]  of

SEARCH Computer Access for All Records

1=t Lewel - East Coast

1st Lewel — MSW / T2 Operator
2nd Level - (1d / Tz Operator
2nd Level - Sthillest Australia
3rd Level - All Members

Srd Level - Wic # Tz Operator
411 Functions & ALL Members
411 Menus - East Coast

411 Menus — Sthillest Australia
411 Menus - Victoria

Hode 2 Access Lewvel

Hode 3 Access Lewvel

Hode 4 fccess Lewel

RHIT

Terminal YT1B8 Session

4) Select an existing Functions record or enter the ID for a new one and press F3 to go to the
programming for that record.

5) Select an existing Member Group record or enter an ID of a new member group and press F3
to go to the programming for that record.

6) If a new member group is required, then clear the field using the delete key or press F9.
Double click on the highlighted Member Group field or press F3. See Programming Func
tions, Databases Menu, Members Database, Member Groups.

7) In the Time Zone field , select an existing time zone or enter the ID of a new one and press F3
to go to the programming screen for that record.

8) Select an appropriate time zone. If a new time zone is required , clear the highlighted Time
Zone field using the delete key or press F9. In the highlighted Time Zone field double click or
press F3. See Programming Functions, Databases Menu, Time Zones, Program Time
Zones.

10) Ifanalternate access level is required, select an access level or enter the ID of a new one and

press F3 to go to the programming screen for that record.

A maximum of two alternative computer access levels can be programmed.

NOTE: The alternate access level is active when the timezone for the 1st level is not valid.

Page: 41



= 74

ARES Reference Guide recoriz

Users MENU

H Users are the people or staft who move about a site using the security system. Users, unlike
operators, do not have access to ARES.

In this section of the manual vou will learn to:

* Change user information through Card (User) Maintenance.
* Create reports on users through Card (User) Reports.

* Create and edit Door Groups.

* Create and edit Alarm Groups.

* Create and edit Floor Groups.

USERS

ALARNS 3

CARDIUSER] MAIMTEMANC EJ

CARDIUSER) REPORTS §

DOOR GROUPS

ALARK GROURS §
FLOQR GROURS §
GROLUP REFORTS )

USERACCESS REPORTS J

MUSTER REFORTS )

USERGROUP LIST REPORT 3

USEROM-SITE REPDRTJ

CHAMGE USER STATUS §

$ SHOWUSER PIM §
i SINGLE USER DOWNLOAD §
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Card (User) Maintenance
This function is used by ARES to add, delete or edit user information.

Users may be cardholders who badge a card at a reader or have a PIN code which is entered into a
keypad, or both.

The member defines where the alarm and other event messages associated with the User are directed.

Card (User) Maintenance Screen

Clear Eleur i Saue =
'JLFH r} FII F'-:JP F'-:,i[lh rsil:iF Il:fg
Mum 54 PINACARD 4346 Member | Helbourhe
Name Shannon, Mark == ==
Pozition Hational Training Co-ordinator Start 1 ~ A3 ~ 99 A
Department Training End 1|~ 83| ~| a8 A I A
Car Hego SEC 123
Phone A3 92594708 Ext| 9999 - -
Phone(AH) A3 99999999 Tupe Hormal
Status Active
Mel D.0.B. 1 July 1999
Hel Start 26 #ugust 1996 Trace J Long FIE:CESSJ
Mel EmnpMNo. 1234E456767R Card Only J Privileged ﬂ
Hel Status Married Image System Operator J
= = Time 11:8A:16 Med Aug A4, 19399
Reader Ch 1 RAS 1 Master Controller
Door Lift Alarm Region
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USER DETAILS
DATE/TIME

Each User must have a start date/time and end date/time in order to have access to the Challenger system.
The start date and time can be programmed as the present date and time or a future date and time. A user
that is programmed with the present date and time is downloaded to the Challenger’s database when the
user record is saved depending on the Access Groups. When a user is programmed with a future date and
time the user record is saved, but not downloaded, and their status is set to void until the time is active.
ARES automatically downloads the user on the “start” date. The end date and time is used to automati-
cally remove the user’s record from the Challenger’s database. The user record is not deleted from the
ARES database but is made void.

PIN/CARD

Enter the PIN code or double click on the PIN Field to enter card details for [IUM Challengers only.
Challengers that have [UM fitted may have all users with PIN Codes.

Card Type:

The card type determines how the user will interact with the security system:

Normal: Standard card and/or PIN code operation.

Visitor: A Visitor can only unlock the door if escorted by a User with “Guard” authority.

i.e. Both the visitor and the guard must present their cards or enter their PINs to
unlock the door. Note: Only applicable to Doors 17 to 64 on a Challenger system.
Guard: Standard card and/or PIN code operation with visitor escort authority.
Note: Only applicable to Doors 17 to 64 on a Challenger system.
Dual Custody:  Tounlock the door, this User will always require a second valid User to present their
card or enter their PIN code after presenting their own card or code.
Note: Only applicable to Doors 17 to 64 on a Challenger system.

Card Status:
The status field is used to indicate the current status of the Card (User). There are four status conditions
available:

Active: When a user’s card is valid.

Void: A user is no longer valid and cannot access the Challenger System.

Lost: This also makes the user invalid but will generate a lost card alarm when (or if) it is used on
the system.

Expired: The current date is after the end date of the user. It generates an alarm if used on the

system. The user is invalid.
When the user record is saved the system checks the start date and time to determine whether the record

should be active, void or expired. ARES automatically changes the status from void to active at the speci-
fied time on the “Start Date” and from active to expired at the time specified on the “End Date™.
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Other Card Detail options:

Sometimes it is necessary to trace the activities of a card, provide the card user with more time to pass
through the door, disable the personal identification number or provide a higher level of access. Five
special Card Detail options allow these facilities to be specified for each user:

Trace:

Long Access:

Card Only:

Privileged:

Image System
Operator:

Steps:

The “trace” option is used to announce each time the card or PIN code is

presented at a reader by generating an alarm. This allows an operator to
trace the movements of that user.

Note: Only applicable to Doors 17 to 64 on a Challenger system.

The “long access” option is used to provide a longer period for the user to

pass through the door. The door is unlocked for an extended access time, and

the door input is suppressed for an extended shunt time to allow easier access

for physically challenged users. Extended access time and extended shunt

time must be programmed for each door before long access will be available.

Note: Only applicable to Doors 17 to 64 on a Challenger system.

The “card only” option is used to disable the PIN code which may be part of

the user record.

The “privileged” option is used for a person that is deemed to be of a higher

authority. This option disables the anti passback features for this user record

only and also allow users to access doors that have their readers disabled (not

doors). Note: Only applicable to Doors 17 to 64 on a Challenger system.

The “Image System Operator” option allows access to a Fox ID

System if one exists on the network. Having access to the Fox Id System

requires a password which is determined when this option is selected by

double clicking on the checkbox. Fox ID is an Access Card Photo ID system.

1)  Select Users/Card (User) Maintenence icon from the main menu
2)  Ifthe user’s ID number is already known enter it directly into the highlighted Num field and press

enter. If it is not known, click the right mouse button once or press F4. A search screen will open

displaying available users.

3)  To create anew user record, enter information into the mandatory fields: Number, Name, Mem-

ber and Dates.

A User may be selected by entering:

- either the User Number or the User Pin - both will give a Uniquer User.

or

- by entering a User Name and browsing.

or

- by entering a Department (eg: Engineering or Warehouse) then browsing to select a user belonging

to that department.
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4)

Sa)

9)
10)

A notice will appear to notify you the user record is new. If a user record was being looked at
previously, ARES will ask if the previous user’s access group can be used for the new user. Choose
yes or no and then press enter.

Ifthe User requires a PIN, in the PIN field enter a unique pin number (minimum of four digits and
maximum of 10) and press enter.

If the IUM (Intelligent User Module) is fitted to one or more Challengers, then a card ID must be
entered. The card ID must be up to 48 bits of card data. Double click on the PIN field to enter the
card data. The screen below will appear.

N [ e = B

Site
Tecom Format 27 | 1\24 | 255 A .\8 .4 B .8 .| 255 Learn
Gerlach Format 32 A .\ . 112 . 165, B . 24 Learn
kastle format 26 A . |8 .8 .54 . 24 . 129 Learn
HID Wiegand 26 Eit 45 125 . 215 . 188 .. A . 9 . 14 Learn

There are three ways to enter card data. (Remember, this only applies if the Challenger and subse-
quent 4 Door Controllers have [UM fitted.):

- If the card format is Tecom 27 bit, you can enter site code and card number. The six fields of
data will be automatically entered as soon as the site code and card number is entered.

- If the card is any other format, you are unable to use site code and card number. You must enter
the data in the six fields. Each field has a number range 0 to 255. Each field represents 8 bits of
amaximum of 48 bits.

- Ifit is any other format other than Tecom and you don’t want to enter the data manually, you can
‘learn’ the card. All you need to do is present the card at a designated reader and the card data
is entered automatically. To set up the ‘learn’ card reader, refer to the programming section:

Administration / Configuration / ARES Configuration menu. The User option has a field
IUM Card Learn Port. This is where the card reader will be connected.

Select a Member then select the appropriate member group, then click on the select icon, press
enter or FS.

If anew member is required, clear the field by pressing F9. Double click on the highlighted Mem-
ber field or press F3. See Advanced Functions, Databases, Members Database, Members.
In the Name field, type the user’s name and press enter. (It is recommended you place the
surname first.) Then fill in the Position and Department fields.

In the Car Rego. field, type the user’s car registration number and press enter. This field title will
vary depending on the entry made by the system administration during installation. For this exercise
we have used car registration, but please note this field title is programmable.

In the Phone, Ext and Phone (AH) fields and enter the relevant information.

Definable fields. Below the Phone(AH) field is space to add four additional fields associated with
the member selected at Step 6 and defined in the member database screen. These fields are treated
like any other field, but they have no search function. See Programming Functions, Databases,
Member Databases, Members.
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11)
12)
13)
14)

15)

16)

In the highlighted Valid from field type in the start date and time, press enter between each field until
an end date and time has also been set.
In the highlighted Type field click the right mouse button once or press F4.
Select the appropriate card type option from the drop down options menu and press enter.

In the highlighted Status field click the right mouse button or press F4.
Select the appropriate card status option from the drop down options menu and press enter.
To confirm a choice of Trace, Long Access, Card Only or Privileged, place a check in the
required box.
To allow access to a Fox Id System check the box provided next to the Program Image Systems
field. Double click on the X marked check box or press F3. A Fox Id screen will open.
Type in a login code and password into the highlighted fields to allow the user to have access to the
Fox ID system.
To assign a Door, Alarm or Floor Access Group, double click on the relevant icon, and a screen
will open.

For example:

18 Challenger Uszer {18}
Reztrict Challenger to

Listl Expandl Create/ﬁudifyl

You can narrow down the Challengers to a specific Challenger by entering the Challenger in the
restrict field. Leaving the field black will select all Challengers. Double clicking on List or Expand
will give you details of the group assigned (if any).

List will list every Door or Floor or Alarm group (depending on which button entered) assigned to
the user.

Expand will list as above but will also give the detailed contents on each group.

Complex User Searching:

ARES provides the capability to search for Users by multiple criteria.

Click on the Search icon in the Title Bar, then fill in each of the fields required.

For example:

To find all Users named Smith, with Active cards who work in Engineering, do the following:
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Press Search icon - the data entry screen will clear.
Enter Smith into the Name field and enter Engineering into the Department field.
Select Active Card in Card Status and press the Search icon.

ARES will find and present a list of all Users matching the criteria. Select the required User from the list.
This returns you to the data entry screen. Pressing Previous/Next now scrolls up and down the list of
matching Users.

To return to normal date entry, press Esc.

NOTE: Performing a Complex User Search requires ARES to read the entire User database. This may
take some time.

Card (User) Reports screen (see page 49)

Cleat I:Ie: E:Iear Fom |
Es Fa FI | Fel
View Last | For Template

information,
T S Sort by H T lat |_________
ype Summary or y Hum . Enp a_f_ see the
Nurm PIN Tupe Status Template

Appendix.
Name Ualid from - s

to s s

Department
Caxr Rego Trace _J Long Access _J

Card Only J Privileged J
Hember Group
Member

Report to SCREEH
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Card (User) Reports

This function creates reports on the details of individual or groups of users. The report can be generated in
the four ways detailed in Introduction, Reports and can be produced based on:

Individual users: Data Fields which are unique to the user e.g. User Number, PIN
and Employee No, will provide information on the selected user
only.

One field in common: All users that belong to a particular member or all users in a par-

ticular department, for example.
Several fields in common: Bycombiningvariable fields we can find all “Active” users named
“Smith”, working in the “Store”, with “Card Only” facilities.

The fields are used to identify and narrow the report selection. Some fields can be left blank while others
can have a range of information selected. Other options include card status and card type details.

Reports can be presented in four ways in this menu: list, summary, detailed and expanded. These can be
selected from a drop down options menu in the Type field.

TYPES:
LIST: Presents a List of Users giving:
User number
User name
User state
Start & Expiry Dates

and indication if the User has a PIN code.

SUMMARY:  Presents areport giving two Users per page and displays the details as presented on the
User Data Entry Screen.

DETAILED:  Same as Summary plus also lists the Access Groups for the User.
EXPANDED: Same as Detailed plus gives details of Access Groups.
Steps:

1)  Select Users.
2)  Card (user) Reports icon from the Users menu

3)  Inthe highlighted Type field click the right mouse once or press F4 to select type of report.
Select the appropriate option from the drop down options menu and press enter.

4)  Enter the required data.

5)  Toexecute the report, press F6 or click on the exec icon. A message from ARES will indicate when
the report has been completed.
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Door Groups

Door groups control which doors a user can access and the time zone during which the user may access
them. Door groups may be created from the User or the Challenger menu. The difference between the
door groups is that any door group created from the Challenger menu (see Programming Functions,
Challenger Menu, Challenger Programming) cannot be modified from the User menu, and vice versa.

Before any user can access the system, access groups must be assigned to the user. The access groups are
used to define which user belongs to which Challenger, and the functions that user can perform. The door
groups are in turn assigned to and defined by the Challenger.

Door Group: The Door Group provides a list of doors and lift readers the user may access. A time-
zone is allocated to each door/lift in the list to specify when access is allowed. A
Door Group is usually programmed for each type of user in a Challenger system.
(e.g. Sales Staff, Factory Staff, Cleaners, Guards, etc.) Door Groups are usually pre-
programmed by the System Administrator, and the Operator will only need to allocate
a suitable Door Group to each user.

Door Groups Screen

Eooball

Cirll

¥

Fia[n

IZIl" t

S-:?c\ll
F|| FralLlp

Crrlf

4 [l | r} Clear

Save -
B & i

1 Challenger 1 Melbourne Page 1

Hum of Doorz ©

Desc

Dooxr TimeZone
1 Ch 1 RAS 1 Master Controller

il Ch 1 Ooor 21 Gatehouse Control

25 Ch 1 Lift 25 Administration

26 Ch 1 Lift 26 Administration
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Steps:

1)  Select Users.

2)  Door Groups icon from the Users menu

3)  Torestrict the door group to a particular Challenger, select a Challenger by number or ID.

4)  Ifthe door group ID is already known type it directly into the highlighted Door Group field and
press enter. Ifit is not known, click the right mouse button once or press F4. A search screen will
open displaying available door groups.

Select a door group or enter the Number / ID of a new group. Leaving the number blank lets ARES
select the next unused number (1-128). A list of doors for the selected Challenger is presented.
Note the time zone fields next to the doors: some are filled in and others are blank. Those with time
zones are the doors which make up the group.

5)  Inthe Time Zone field click the right mouse button once or press F4. A search screen will open

displaying available time zones.

To place a door in this Door Group, select a Time Zone for the door.

Modifications to new time zones can be created from this screen, see Programming Functions,
Program Time Zones. If a new time zone is created here, it is automatically attached to the
selected Challenger.

Page: 51



4

ARES Reference Guide recoriz

Alarm Groups
Alarm groups are used to define alarm functions (for a particular Challenger) to the User.

Creating, Modifying or deleting an alarm group from the User menu or the Challenger menu is identical.
The difference between the alarm groups is that any alarm group created from the Challenger menu can not
be modified from the User menu and vice versa.

Alarm groups 1-10 are protected by the system. They can be viewed but not modified as they contain
master control settings (Refer to: Table 4, Challenger Programming Guide). When saving a new alarm
group, ARES automatically numbers the alarm group with the next available number if the number field is
left blank.

Warning: you must be extremely careful when changing alarm groups. Both the functions performed by
users with that alarm group, and the functions available at remote arming stations and door readers with
that alarm group, will be affected.

NOTE: A function provided to a user via their alarm group is only valid when:
e Inorder to assign an alarm group to a User, it must be flagged as a “User Alarm Group”.

Alarm Group: The Alarm Group provides details of the Challenger area/s, Alarm system control
functions and User Menu functions available to the user. A time zone is allocated to
each alarm group to specify when the functions are allowed. An Alarm Group is
usually programmed for each type of user in a Challenger system. ( e.g. Sales Staff,
Factory Staff, Cleaners, Guards, etc.) Alarm Groups are usually pre-programmed by
the System Administrator, and the Operator will only need to allocate a suitable Alarm
Group to each user.

Alarm Groups Screen

B L | Clear | Clear [ 7 [ g DISoue e
EsJ@FFnl Qz ra| M e Fgllp | Fgln Egl‘: FS! l‘—.tg
Description
Dounload Text
Areas
1 = |
3 4|
51| 6 |
7 8
! | 8 |
11 J 12 J
13 14
15 | 16 |
TmZn Alt Grp
Alarm Group Menu Options Alarm Group Functions User Categories
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Steps:

1)  Select Users, then Alarm Groups.

2)  Select the appropriate Challenger.

3)  Select the Alarm Group by Number or ID, or enter the number/ID of a new alarm group. Leaving
the number blank lets ARES select the next unused number.

4) Inthe Desc field type in a description for the new group and press enter.

5)  Inthe Download Text field select an appropriate Text Word.

6) In the Category field click the right mouse button once or press F4. A search screen will

open displaying available Alarm categories, if required.

6)
7

8)

9)

= |

for Alarm Group
Chl HMaster Code Access

(== I = L R Y- SO 5 T N Y

T

Select the appropriate category and click on the select icon, press enter or F5.
If anew category is required or a modification needed, click twice on the highlighted Category
field or press F3. The following screen will open.

Hii| 7 |Savel Delete|

fireas to Time 1_| 2_| 3_' 4_' 5_' 6_' '?_I B_I
9 |18 | 11 | 12 | 13 | 14 | 15 | 16 _|

fireas to 1 | 2_ | 3| 4| 5|1 & | 7.1 =8_|
firm & Reset 9 |18 |11 |12 | 13 | 14 | 15 | 16 |

Alt. 1 Time 1] 2] 2] 2] s e .01 =
9 |18 _ | 11 _| 12 | 13 _| 14 _| 15 | 16 |

Aalt. 1 1 | 2_ | 3| 4| 5|1 & | 7.1 =8_|
firm & Reset 9 |18 | 11 | 12 | 13 | 14 | 15 | 16 |

Alt. 2 Time 1 | 2_| 3] 4] 51 & 1 2.1 =_|
9 |18 _ | 11 _| 12 | 13 _| 14 _| 15 | 16 |

AltZ. 1_|

20 500 =00 s o0 @00 S0
firm & Reset 9 |18 |11 [ 12 _| 13 _| 14 | 15 _| 16 _|

Type in an ID directly into the User Category field and check the appropriate check boxes to
confirm a choice.

To select from areas 1-16, place an X in the check box corresponding to the desired area. Only
areas that are programmed can be checked.
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10) Inthe highlighted TmZn field click the right mouse button once or press F4. A search screen will
open displaying available time zones.

A

B | 24 Hour
25 Service In

Select the appropriate time zone and click the select icon, press enter or F5

11) To view or create a new time zone, click once or press F3 in a highlighted Time Zone Field. The
time zone programming screen will appear. Modifications or new time zones can be created from
this screen. See Programming Functions, Program Time Zone.

12) Inthe highlighted Alt Grp field click the right mouse button once or press F4. A search screen will
open displaying available alternative alarm groups.

Sc il S‘ il Sehcq
Cerll DHU +f

SEARCH Challenger 1 Alarm groups for All Records
11 Ch 1 ALl Areas

1z Ch 1 Even Areas

13 Ch 1 0dd Areas

1 Chl Ho Access

4 Chl & &rea Master (1-8)

5 Chi & Area Master (9-16%

= Chl Master Code Access

2 Chl Master RAS or Door

(=] Chl Master User

Select the appropriate alternative, click the select icon, press enter or FS.
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13)

14)

15)
16)

To create a new alternative alarm group, click once or press F3.

For the Alarm Group Menu Options icon, click the right mouse button once or press F4 on the icon.

A check box screen will open.

L3
__Esi
ﬂ 1. Display Panel Status ﬂ 13. Start Auto Access Test
ﬂ 2. Display Inputs Unsealed ﬂ 14. Program User Codes
ﬂ 3. Display Inputs in Alarn J 15. Program Time and Date
X| 4. Display Inputs Isolated X|16. Isolate RAS & DGP's
J 5. Display History A 17. EnablesDizable Service Tech
ﬂ 6. Display Test Report ﬁ 18. Reset Camera Counts
J 7. Display Dial for Service ﬁ 19. Installer Options
ﬂ 8. Display Film Counters ﬂ Z28. Program Door & Lift Groups
J 9. Display Input Text J Z1. Program Holidays
ﬂ 18. Izsolate Input ﬂ 272 . Open Door
A 11. De-Isolate Input ﬁ 23. Unlock, Lock, Disable, Enable Doors
H 12. Test Input J 24. Print History

Place an X in the check boxes desired and then press enter

For Alarm Group Functions, click the right mouse button once or press F4 on the icon. A check

box screen will open.

1|||

Modem Access

Alarm System Control
Alarm Reset Only
fAirm & Reset

User Alarm Group
List Areas

0] S S

Keypad Duress

Auto Isolate

Forced Arming

Prevent Forced Disarming
Dizarm Only

Prevent Arming

Dizable Auto Deizolate
Rezet System Alarmns

S S S ]

Place an X in the check box desired and then press enter.

It is in this screen that Alarm System Control is critical if any alarm control is needed by the User,
RAS etc. Refer to Alarm Group Programming in the Challenger Programming & Hardware

guide.

Check the information is correct, then click the save icon or press F6

Click on the Challenger icon to download information to the Challenger.
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Floor Groups

Floor groups control which floors a user can access and the time zone during which the user may access
them. Floor groups may be created from the User or the Challenger menu. The difference between the
floor groups is that any floor group created from the Challenger menu (see Programming Functions,
Challenger Menu, Challenger Programming) cannot be modified from the User menu, and vice versa.

Before any user can access the system, access groups must be assigned to the user. The access groups are
used to define which user belongs to which Challenger, and the functions that user can perform. The floor
groups are in turn assigned to and defined by the Challenger.

Floor Group: The Floor Group provides a list of floors the user may access. A time-
zone is allocated to each floor in the list to specify when access is allowed. A
Floor Group is usually programmed for each type of user in a Challenger system.
(e.g. Sales Staff, Factory Staff, Cleaners, Guards, etc.) Floor Groups are usually pre-
programmed by the System Administrator, and the Operator will only need to allocate
a suitable Floor Group to each user.

Floor Groups Screen

", CIEFH £Tona.pr EI?"" T £ ScToII S':i'c'" "'EI |"'.:§
Esi Fi F2|]  F9 FIl| Falp | Pabnf Ceetf] Cerll]  Alcly &3 F5| Il_ Fi

1 Challenger 1 Melbourne Page 1
L | Ch1#all Floors Mum of Floors 6

Desc

Floor Tinefone

1 Admin Lewel 1 24 Hour

2 Admin Lewel 2 24 Hour

3 Admin Level 2 24 Hour

4 Admin Level 4 24 Hour

5 Admin Level S 24 Hour

5] Admin Level & 24 Hour
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Steps:

1)  Select Users.

2)  Floor Groups icon from the Users menu

3)  Torestrict the floor group to a particular Challenger, select a Challenger by number or ID.

4)  Ifthe floor group ID is already known type it directly into the highlighted Floor Group field and
press enter. Ifit is not known, click the right mouse button once or press F4. A search screen will
open displaying available floor groups.

Select a floor group or enter the Number / ID of a new group. Leaving the number blank lets ARES
select the next unused number (1-128). A list of floors for the selected Challenger is presented.
Note the time zone fields next to the doors: some are filled in and others are blank. Those with time
zones are the doors which make up the group.

5)  Inthe Time Zone field click the right mouse button once or press F4. A search screen will open

displaying available time zones.

To place a floor in this Floor Group, select a Time Zone for the floor.

Modifications to new time zones can be created from this screen, see Programming Functions,
Program Time Zones. If a new time zone is created here, it is automatically attached to the
selected Challenger.
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Users MeNuU - GRouP REPORTS

Group reports provide data on user activity at particular doors or floors, areas and alarm groups which
can be reported to the screen or a printer.

4]  GROUP REPORTS |
m
2 ALARS §
[(Il: ' In this section of the manual you will learn to:
S DOOR GROUR REPORT J
= * Produce Group Reports on Doors, Alarms
=0y ALARNGROUP REPORT and Floors.
==
b
= FLOOR GROUP REPORT grl'oducE Group Reports on Users by
s arm Group.
=i
S USERS BY ALARM GROUFP
== J | = Produce Group Reports on Users by
. Door Group.
e USERS BY DOOR GROUP §
'_'_E * Produce Group Reports on Users by
=t USERS BY FLOOR GROUF Floor Group
==

Group Report: Door/Alarm/Floor Group Report
Group reports provide data on the different groups. Selection of a group from a search screen sets the
report parameter. All reports can be sent to screen or to printer.

Door, alarm and floor group reports are all managed in the same way: the Challenger which contains
the door, alarm or floor group is optionally chosen, then the group to be reported on is selected and
finally where the report will be viewed. However, you may leave the group blank to do a report on all

groups.
Door/Alarm/Floor Group Report Screens

4 J@'ﬂ |Elenr Elrleurl‘E?( |
E% F1 F4 Fll FE|
View Last |

Chal lenger Id

Door Group

Report to SCREEH

Door Group Report
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R E-ﬂ B o2, Field [
Esei=2F1] _ Fa]_ FuJ+ Fe

Chal lenger Id

Alarm Group

Report to SCREEH

Ujiew Last I

Alarm Group Report

-8 Jmltlenr Elnl?nrl‘l-:?l
Es F1 F4 Fll F&

Challenger Id

Floor Group

Report to SCREEH

Floor Group Report

View Last |

Select the appropriate group option and click the select icon, press enter or F5, or leave blank

forall.

In the Report to field, select the destination of the report.

Select the appropriate option from the drop down options menu and press enter .

To execute the report, press F6 or click once on the exec icon. A message from ARES will

indicate when the report has been completed.
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Users by Alarm Group
This allows for reporting on users who are associated with particular alarm groups. A Challenger is
selected which narrows down the range of alarm groups, then an alarm group is selected.

Users by Alarm Group Screen

e

Ex |
F&

Clear | I:Inl?-:m
F3 Fll

View Last |

Challenger Id

Alarm Group |,

Report to SCREEH

Steps:

Select the Users/ Group Reports / Users by Alarm Group icon from the Group Reports menu.

Select the appropriate Challenger.

Select the appropriate alarm group or leave blank for all alarm groups for the selected Challenger.

Users by Door Group

This report operates in a similar fashion to users by alarm group. Instead of selecting an alarm group,
the operator selects a door group. A Challenger is selected first which defines the range of available
door groups for the report.

Users by Door Group Screen

J@Fﬂj l:le--:m |:|e-:~l ./}Z |

View Last |

Chal lenger Id

Door Group

Report to SCREEH
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Steps:

Select the Users/ Group Reports / Users by Door Group icon from the Group Reports menu.

Select the appropriate Challenger.
Select the appropriate door group or leave blank for all alarm groups for the selected Challenger.

Users by Floor Group
This report operates in a similar fashion to users by alarm and door group. A Challenger is selected first
which helps to limit the range of available floor groups for the report.

Users by Floor Group Screen

-4 JEﬂ | Clear | Eh?nr |Ey! |
Es F1i F4 Fll FE
UView Last |

Challenger Id

Floor Group |,

Report to SCREEH

Steps:

Select the Users/ Group Reports / Users by Floor Group icon from the Group Reports menu.

Select the appropriate Challenger.
Select the appropriate floor group or leave blank for all alarm groups for the selected Challenger.

SEARCH Challenger Lift Groups for All Records

1 Ch 1 ALl Floors

Select the appropriate floor group and click the left mouse button once on the select icon, press
enter or FS

To view the report, click the right mouse button in the highlighted Report to field or press F4.
Select the appropriate option from the drop down options menu and press enter.

To execute the report, press F6 or click the exec icon. A message from ARES will indicate when

the report has been completed.
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Users MENU - User AcceEss REPORTS

As staff changes occur it is helpful to be able to check the levels of access that new and existing staff
have. Access to doors and floors can be reported on, as well as areas controlled by users. Because
user situations change and staff levels are rarely constant, it is important to ensure that access levels are
appropriate and kept up to date. Users movements can also be traced by generating a report based on

the last reader a user accessed. In this section of the manual you will learn to:

4u| UsER scCESS REPORTS * Produce Door or Floor Access Reports.

[(Ii:: ALARMS § * Area Control and Muster Reports.

= DOOR ACCESS REPORT * Last Access by a User Reports.

===

= AREA COMTROL REPORT § * User by Region and User on Site Reports.
===

_E_:ZE' FLOOR ACCESS REPORT ) * User Group List Report.

===

f__::? LAST ACCESS BY A USER ) * Change a User’s Status.

===

* Show a User’s PIN.

User Access Reports - Door/Floor Access Report

Door Access and Floor Access reports provide data on users who have access to specified doors or
floors. Member groups and members can be selected to narrow the range of doors and floors that can
be chosen. Reports can be generated in types from the Report Type field drop down option. Reports
can be sent to screen or printer.

R

Clear | Clear | Ex |
FE

F4 Fll
View La=st |

Report Tupe Sunmar

Menber Group
Member

Door Id

Report to SCREEH

User Door Access Report
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Clear | Clear | Ex
View Last |
Report Type| Summar
Member Group
Memnber
Flooxr Id
Report to SCREEN
User Floor Access Report
TYPES:
LIST: Presents a List of Users giving:
User number
User name
User state
Start & Expiry Dates

and indication if the User has a PIN code.

SUMMARY:  Presents areport giving two Users per page and displays the details as presented on the
User Data Entry Screen.

DETAILED:  Same as Summary plus also lists the Access Groups for the User.
EXPANDED: Same as Detailed plus gives details of Access Groups.

Steps:

Select the Users / User Access Reports / User Door Access or User Floor Access.

Select doors or floors to report on.
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User Access Reports - Area Control Report
Area Control reports provide data on user control of specified areas. Member groups, members and/
or area ID are used to select the areas on which the report will be based. Reports can be generated in

types selected from a drop down options menu in the Report Type field and can be sent to the screen
or printer.

Area Control Screen

E EIE.'{“ |I3|enr~ | Elnleur |E?J |
Esi=wrF1l  Fol  Flls F&
View Lastl
Report Type Summary
Membexr Group
Menber
Area Id
Report to SCREEN
TYPES:
LIST: Presents a List of Users giving:
User number
User name
User state
Start & Expiry Dates

and indication if the User has a PIN code.

SUMMARY:  Presents areport giving two Users per page and displays the details as presented on the
User Data Entry Screen.

DETAILED: Same as Summary plus also lists the Access Groups for the User.
EXPANDED: Same as Detailed plus gives details of Access Groups.

Steps:

Select the Users / User Access Reports / Area Control Report.

Select Area to report on.
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User Access Reports - Last Access by a User

Last Access reports provide data on the last reader accessed by specified users. Member groups and/
or members are used to narrow down the selection of users. User ID can be used to select specific
users on which the report will be based. ARES reports can be sent to screen or printer.

Last Access by a User Screen F:Ol' Template
information,
see the
K, E’n EIe-:nr*lEInlz--:nr~ Ex | Templa.te
20 ] M) T Appendix.
Template View Laszst I
Member Group
Menber
Usexr -
Sort Type Hum
Report to SCREEN

Steps:

Select the Users / User Access Reports / Last Access by a User.

Select the appropriate user (s).
To execute the report, press F6 or click once with the left mouse button on the exec icon. A

message from ARES will indicate when the report has been completed.
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User - Muster Reports

1||| MUSTER REPORTS

ALARIS |

MUSTER REFORT )

USERS EY REGION REFORT )

The Muster Reports Menu lists users On-Site who have or have not badged at a Muster Reader
within the last Muster Time (this time is programmable and is set in ARES configuration).

This is generally used for evacuation reports.

The Muster time is the time between when the report is initiated and the time the user badged at

the muster reader.

For areader to be a ‘Muster’ reader, it must be assigned a member called ‘Muster’. (Note case.)
Muster Reports

Select the type of report required. You have two choices:

Those users who have Mustered or those users who have not Mustered.

Remember: Users who are Off Site (Region 0 is always considered off site) will not appear in the

report.
52 |
Es F1l F&
T Hot Mustered i
ype Hot Mustere Uiew Lastl For Template
information,
Template I—— see the
Report to SCREEN Template
Appendix.

Page: 66



= 74

Lecor?e ARES Reference Guide

User by Region Reports

These reports are used to locate users within regions. Regions differ from Challenger defined Areas, as
they are linked to a location in a building that can only be accessed using a reader. The reader registers
with the Challenger panel that a user has entered that region. To leave that same region a card has to be
badged again to register with the Challenger panel that the user has left the region.

User by Region Reports Screen

ALFHJ Ele-:m Ele-:*l

e

ciE et For Template

information,
Out of Region J Template | — T see the
Template

Region Appendix.

Memnber Group

Member

Report to 5CREEH

Steps:

1)  Select the Users / Muster Report / User by Region icon from the Muster Reports menu.

2)  Selectaregion.

3)  Selecta Member Group.

4)  SelectaMember. Note: Selecting a Member precludes selecting a Member Group.

5)  Toexecute the report, press F6 or click the exec icon. A message from ARES will indicate when

the report has been completed.
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User Group List Report

This report will show selected user status, start date and end dates. It will also show (if the correct
boxes are checked) user alarm, and door and/or floor groups for each and every Challenger. User
group list reports can be sorted to print in two ways from the Sort Order field:

User Number: Users can be sorted in numerical order based on the ID number given to
each user.
User Name: Users can be sorted in alphabetical order based on the user’s name.

As with all ARES reports, these reports can be sent to screen, printer or disk.

User Group List Report Screen

E Jm | Clear ?:' |
E4 Fi Fa FE

View Last |

Clear
Al
Fll

Sort Order | User Humber
Door Group J Alarm Group J Floor Group J

Menber Group
Member

Report to SCREEH

Steps:

1)  Select the Users / User Group List Report.
2)  Selectareporting order.

3)  Toselectareport on users access to doors, alarms and floors, select the check box correspond-
ing to the Door Group, Alarm and Floor field titles.

4)  Forusersina particular member group, selecta Member Group.

5)  Selecta Member. Selecting a Member precludes selection of a Member Group.

6) Toexecute the report, press F6 or click the exec icon. A message from ARES will indicate when

the report has been completed.
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User on Site Report

Produces a report of users who are registered as being on site. Generating such reports helps in moni-
toring traffic flow and receiving estimates of how many people are in a building at any one time. This
report gives times users are on site per region and the total time on site for the given time frame.
NOTE: Times that are entered apply to Challengers not workstations.

User On Site Report Screen

% ¥ Ciear | Clear | E
Es[“;ml 2 i Flllj; | For Template
View Last | information,
From , : : / / see the
To 5 g # s Tenplate | — Template
Appendix.
Tupe SUmmary
Menber Group
Memnbers
Uzer Mame
Report to SCREEN
TYPES:
Summary: Lists Totals for each region visited.
Detailed: Lists all regions and duration for each time the User enters and leaves a region.
Totals: Lists only the total time without specific region times.
Steps:

1)
2)
3)

4)

5)
6)

Select the Users / User on Site Report.
In the From and To fields enter a time from which the report will start and end.

In the Member Group field select a Member Group to restrict the report to Users belonging to
that Member Group.
Select a Member to restrict the report to Users of that Member. NOTE: Selecting a Member

precludes selection of a Member Group.
Select individual users, or leave blank for all Users.
To execute the report, press F6 or click the exec icon. A message from ARES will indicate when

the report has been completed.
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Change User Status
This enables the operator to change the status of any user in the Ares system. Although this can be
achieved through the User (Card) maintenance screen, this screen only allows the operator to change
the status. Ideal for operators who are not allowed access to modify user databases.
User Number
Use this field to search by user number.
User Name
Use this field to search by user name.
New Status
Select the new status type for the user.
NOTE: Changing a user s status can deny them access to the system. Because of this
please take due care that you have selected the correct user.
Status Types:

Void - No longer able to access any part of the system. But will still exist in the Ares database.

Lost - No longer able to access any part of the system. Will generate a ‘Lost Card’ alarm if the
card is badged on the system. But will still exist in the Ares database.

Expired - No longer able to access any part of the system. Will generate an ‘Expired’ alarm if
the card is badged on the system. But will still exist in the Ares database.

Void & Off Site - As above, however now adds an event into history to log the user off site
for various reports.

Lost & Off Site - As above, however now adds an event into history to log the user off site
for various reports.

Expired & Off Site - As above, however now adds an event into history to log the user off site
for various reports.
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Off Site - Adds an event into history to log the user off site for various reports. This is used
when the user is no longer on site, yet the system is indicating that the user still is. Normally due
to the user not badging their card when leaving the premises.

CHANGE STATUS USER |
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Show User PIN

If an operator’s computer access level allows them to do so, this menu will permit the operator to view
the user’s pin code without having to go into the user maintenance screen.

NON IUM (Intelligent User Module): Challenger Users over 1000 are automatically allocated a
PIN code and the pin code can be viewed here. Challenger Users under 1000 are programmable from

the User Maintenace menu.

IUM: All Challenger Users are able to have programmed codes from the programmed User Mainte-
nance menu.

Rl

USER Mum _

Clear
Fa

T | X |

Fallp | Pzln

NON IUM
IUM

Single User Download
This option will download one user to one specific Challenger. It is useful for Challengers that are
connected as a ‘dialler’ and not direct connection. Select a User and a Challenger, then Execute (F6)

the download. A User and Challenger must be selected.

E JE‘” | Clear | Elnl?nr |:I?!
E% Fi Fa Fll FE

Dowunload Uzer to Challenger

NHum Name

Mur ID
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